Ethernet Link Supplement

for Whozz Calling? Standard series, Lite seriesRO& series units
(Version 1.0 02/20/08)

Overview

Many of the devices within the CallerID.com prodlicé will be available with a built-in network ietface card,
named Ethernet Link (EL). These products will fume virtually the same as standard serial dewdés the
exception that communication between these EL deswand PCs will be via the Ethernet. These ELogsvtan
send data to multiple PCs within a Local Area Netw@AN), or used to transmit data to a remote P@where on
the Internet.

EL devices transmit data in UDP packets each titedepphone event occurs. The data contained witl@rtJDP
packet consists of three distinct fields; The Wniimber, Serial number, and a stream of ASCII charsc The
stream conforms exactly to the standard CallerIB.data formats.

In a typical application, an EL device will be lted near the incoming telephone lines and an Egheonnection.
It monitors telephone traffic and when an evenueogg¢such as a Caller ID signal) it sends a paskdata out the
LAN. Multiple computers connected to the LAN withve an application running which will capture gaeket,
parse the data fields, and process the informafidany programs will use the Caller ID humber tokaip a
customer record in a database and, in turn, "Pdptlépcustomer’s information.

The EL device must be setup with the proper IP egkJrMAC address, and Port number. Initial setup i
accomplished via the Ethernet with provided sofemasing UDP "broadcast" packets. For software @igs that
elect to build in their own setup program, the candhlanguage is explained under the heading "Eghéink
Setup" below.

Packet Format

An EL device sends telephone data Packets overNauging UDP protocol. Most EL generated UDP paxkeé
83 characters long. Whozz Calling? "Full-featurddVices are also capable of sending detail recadtish are
only 52 characters long. There are other paclegtsaf varying lengths, but are only transmittecewllevices boot-
up or are invoked by a command sent to the uniitp#ckets start with an identifief* " followed by the unit
number and the serial number. A "$" identifiesrid@ainder of the data is a standard CallerID.cata dtream. It
is sent as ASCII text.

Below is an example of the data contained is agtack
M<U>nnnnnn<S>nnnnnn$01 | E 0000 G A2 12/17 04:54 PM770-442-9169 CALLERID.COM_ __

The™M<U> are ASCII characters, followed by six binamymbers iinnnnn ), followed by<S>, followed by six
more binary numbers, an ASAI, and finally the ASCII data stream. Note that 1% character name field is
padded with spaces (in this example, 3 spaces).



If you were to look at the actual pack with a natesnooper program such as Wireshark, the entigatiRet would
look like the following.

0oooo ff ff ff ff ff ff 43 41 4c 4c 49 44 08 00 45 00 ...... CA LLID. . E
0010 00 6¢c 22 l1la 00 00 80 11 93 bd cO a8 01 5a cO a8 I Z. .
0020 01 ff Od cO Od cO 00 58 30 fc 5e 5e 3c 55 3e 00 ....... X 0. "M<U>,

0030 00 00 00 89 79 3c 53 3e 00 00 00 84 48 84 24 30 FT!.y<S> ..y.H $0
0040 31 20 49 20 45 20 30 30 30 30 20 47 20 41 32 20 11 EO00 00 G A2

0050 31 32 2f 31 37 20 30 34 3a 35 34 20 50 4d 20 37 12/ 17 04 :54 PM 7
0060 37 30 2d 34 34 32 2d 39 31 36 39 20 20 20 43 41 70-442-9 169 CA
0070 4c 4c 45 52 49 44 2e 43 4f 4d 20 20 20 LLERI D.C OM

The Ethernet header isiiad, the IP header is iblack, and the UDP header isgneenand the UDP data is lslue.
As you can see, the binary unit number is 00-0@Q®9-79 (decimal 35,193) and the serial numbe0i®0-00-84-
48-84 (decimal 8,669,316).

IP and MAC addresses

An EL device retains a source (its own) IP and M&ddress and destination IP and MAC address in otatie
memory. The destination addresses are defindieaaddress the EL device will send Ethernet diitthe data is to
be sent to only one computer, the destination addrdl be the IP and MAC address of that computéowever, it
is usually desirable for the EL device to send ¢l the computers in a network. In that célse,special IP
address of 255.255.255.255 and a MAC address ¢ff-FF-FF-FF-FF are used. These are called "bre#itdca
addresses.

By default, an EL device has its own IP addressr(saddress) set to 192.168.0.90 and MAC addfess o
43-41-4C-4C-49-44. Typically, the "subnet" of aMAvill be defined by the first three groups of dsgin the IP
address (i.e. 192.168.1) of a device connectedet@ AN. In this case, the IP addresses of all attens and devices
located on a router will have these first threaugsoof digits the same. During setup, the EL solffcaddress
should be changed to match the subnet. The lagpdi.e. 90) can be set to any unique number @x@%por 0, but
should be configured to a static IP within the enudr set outside the range of the router's DHGRPese More
information on DHCP ranges in routers and subrattification can be found below in the section tiadi"Setting
Ethernet Link to a Unique IP Address".

Port number

A port is simply a number that is embedded in a UiiaEket header. There is a destination and a s@ant number
in every UDP packet. The destination port is usgd computer to direct incoming packets to therided program.
For example, a program that pops-up Caller ID imfation could be setup to only allow packets with piort
number 3520. It would ignore UDP packets with ather port number. The default factory settind520 for both
the destination and source port number. The da&import number can be changed, if needed, ubagetup
program supplied.

In the above Wireshark illustration, the ports thifirst four Hex numbers in greedl) CO 0D CO. The first
0D CO0is the source port binary number; the sedddC0 is the destination port — both equal 3520 decimal.



Ethernet Link Setup

An EL device stores a series of operating paramétenon-volatile memory. The most commonly useldies are
set as the factory default. These values can iy ehanged using a program provided by Calleriinc Some
software solution providers may elect to write tlmin setup program.

Changing a parameter value is accomplished by sgradUDP packet with special commands. All suatkets
begin with the charactef$ld , a one character command identifier, and then theevarhe structure is:

AN ACXXXXXXXXXXXX - wherec is a command identifier and tkgx... is the new value.
For example, sending a UDP packet of:

AM|dU000000001234 - changes thenit number to 1234 Hex (or 4660 decimal).
Because the state of the IP address may be unkmsetwrp commands are sent to the EL device witlhhadoast IP
address. Details describing this process are imguldelow

A free setup program along with source code islalks for EL devices from CallerID.com. The exexdié and all
source code can be distributed royalty free. Etelink setup utility can be downloaded from
www.CallerID.com/Tools

Typical Caller ID Installations

Multiple User Installation

The vast majority of Caller ID installations arenmulti-user environments. Typically, an EL devieeuld be
installed near the incoming telephone lines whetelly, the LAN switch or other Ethernet connecti@iocated.
Connect the phone lines and a CAT 5 cable to eitieet AN switch or an available Ethernet jack.

The Caller ID application would reside on each cotapintended to receive the data. When the phiags, the
device captures the Caller ID signal and transthi#sdata through the LAN via a broadcast UDP packee
application allows each computer to receive the dat reacts appropriately, such as matching thex phone
number to a database record and allowing a pogiaes.

The above configuration requires the EL to sentbadicast UDP. Set the destination IP addresseddé¢hice to
255.255.255.255 to send broadcast UDP packetse btosetting EL parameters is described in theoseentitled
"Sending and Receiving Commands" below.

Single User Installation

As with the multiple user installation, the EL dewiis usually located near both an Ethernet coioreand the
incoming telephone lines. If the computer receguime Caller ID information and the EL share th@aaouter or
switch then, as with a Multiple User Installatitine EL can be configured to send to broadcast UidRgds.
Alternatively, the destination IP address of thedglvice could be set to the specific IP addreshefeceiving
computer.

Remote Computer Monitoring

An EL can transmit on-site phone data to any offapise computer providing that an internet connadso
available. Assume that the EL is connected to &llaAd a router (or gateway) is also attached phogithternet
access. When a packet sent by the EL specifiextamal IP address, the local router transmits he remote
destination gateway. The port number containebimihe packet will be used to direct it to thereot computer on
the remote network.



To accomplish this remote transmission, the ELthrdemote router will need to be configured vexgcifically.
The EL should be set to the following parameters:

1. The destination MAC address will be the MAC addrof the local router

2. The destination IP address will be the statiadBress assigned to the remote gateway. Thigs&ldan be
easily determined by accessing the "What is mydfcdm” website (www.WhatlsMyIP.com) from the
remote computer.

3. The port number set in the EL must match thé ppamber within the remote router programmed tedtithat
port number to the destination computer. The defaut number of 3520 is recommended. Any fowgitdi
(in Hex) port number not being used by anotheriagfibn can be employed, but port numbers betwegmd0
1023 are reserved for special use.

Most routers contain a "redirection table" whicloak it to direct incoming packets to a particidamputer. This is
accomplished by evaluating the port number withpaeket, and based on the redirection table, sgrnlmpacket to
the proper device. An additional entry would begsammed into the remote router to direct packéts the port
number (i.e. 3520) to the receiving computer. @frse, this computer would have suitable softwaaeéd set to
the correct port number to accept and read thedesfsa

Sending and Receiving Commands

The NIC card monitors encoded broadcast packeksngdor commands directed specifically for it. €8e packets
always start witi\ld and will be followed with a single character idéat. Some of these commands are simply
one character while some commands are followedakby th enter or change the unit's parameters

Examples of commands accepted by EL:

MIdZ - resets the unit to all default settings.
M|dTODCO - sets the device port to 3520.

Hex Data Format

The data sent to EL is sent in ASCIl Hex. The nendf Hex digits must be adhered to. For exanthieMAC
address is 6 characters, so 6 Hex pairs will beifspa in the packet, and twelve Hex pairs willdaually delivered
through the Ethernet as seen by a packet monitprogyam.

In order to setthe MAC addressto C AL LI D
or, in Hex 43 41 4C 4C 49 44
A complete UDP packet would be  MIdM43414C4C4944

The data stream shown by WireShark, or other pankeitor would be:

5E 5E 49 64 4d 34 33 34 31 34 63 34 63 34 39 34 34
{(~~ 1 d M 4 3 4 1 4 c 4 c 4 9 4 4}

Acknowledgement of Receipt

In order to acknowledge the receipt of the padkktwill return the same packet and substitutead'"in place of
the '1d ". For example, if

MIdZ  is sentto EL, then
AMokZ  is returned by the EL




Commands to Enter or Modify Parameters

MK XX XXX XXX XXX Set internal MAC address

I XXXXXXXX Set internal IP address

DXXXXXXXX IP address to send data

TXXXX Destination Port Number

PXXXX Receiving Port Number (Not used by EL device &t tiime)

UX XX XXX XXX XXX Unit number (preset &0000000001 )

CXXXXXXXXXXXX Destination MAC address (presetds FF FF FF FF FF in order for all computers

on the LAN to have access to data. Set to a speaifiress when only one computer
will receive the data)

One Character Commands

Z Setthe EL to default settings
X Return all unit parameters (via UDP packet)

The X" command will return all parameters in the follogiform:

<IM>XXXXXXXXXKXX KIS XXXXXXXX KD SXXXXXXXX S P >XXXX ST >XXXX
<SUSXXXXXXXXXXXX K CS>XXXXXXXXXKXKXKX KO >XKXXKXXXXXXXX LS >XXX XXXXXXXXX

Remember that these are 2 character Hex pairgefbine, a twelve character stream is actuallysaxed
Hex numbers.

N Make a connection with host computer. ThNe¢ommand can be used to automatically load sesdierand
MAC address into the memory of the EL. This isuicky method of establishing a data connection to a
single computer within a local network

Setting Parameters in Whozz Calling? "Full-featured Series Units

Commands sent with a leading"(dash) are used to set parameters, control thekfgass functionality, enter
white/black list Caller ID numbers, and manuallythe time and date only in Whozz Calling? "fulbfered" series
units. These can be single character commandsfosgems such as setting "toggles” (i.e. lowasex - turn on
detail mode) within the unit, or multi-charactermumands for entering a number into the block Iistcomplete
explanation of parameters, toggles, and commamibedound in the standard Whozz Calling? seriesuais.

Single Character Command Structure
- x Dash followed by a single character used to Stiggle" or request a version string
Example Commands:

-d  Set detailed mode on

-b  Set first ring suppression off
-0 Set outbound monitoring on
-V Request version string

Multi-Character Command Structure

- Cnnnn..<CR> dash followed by a single letter denoting the tgpeommand, numerical data, and then a
Carriage Return (ASCII 13, Hex 0OD) terminating teng.

Example Commands:

-N7702637278<CR> Enter the number 7702637278 into the block/pass lis
-W03 Block (or pass) the inbound call on line 3.
-Z01081350<CR> Manually set internal time clock of device to Jawyu® 1:50pm.



Finding a NIC-ID device

One way to locate an EL in a subnet is to send B UadcastX'. The device will respond with a list of all its
parameters. The response will contain the cutfeand MAC addresses within the data sent (najutiadise
parameters are also sent as part of the Etherokétpstructure). Additional communication is supsently
accomplished using these unique addresses. Naitbribadcast messages to the EL can continueusdakif the
PC will allow them.

Subnet Determination
You will need to determine the IP subnet of the L#aNvhich the computers of interest are connected
command window (formerly called a DOS Shell), siyigbe: IPconfig . A sample output is shown below:
W ndows | P Configuration
Et hernet adapter Local Area Connection:

Connection-specific DNS Suffix . :
IP Address. . . . . . . . . . . . : 192.168.0.112

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.0.1

In most cases, the first 3 sets of numbers inPh&ddress shown will the subnet. In this examipéesubnet is
192.168.0 . Consequently, the EL must be set for an IP addrentaining the subnet address plus any number
extension between 1 and 254 that is not used bipandevice on the LAN. In this case, the EL deviould be set
t0192.168.0.132  since no other device has a 132 IP extensionisi &N.

In order to find the existing IP address for aVides on the LAN, you will need to access the rothat controls
your LAN. It will show you all the IP addressesadif computers and devices presently powered ugandected.
Manufacture’s Information

CallerID.com
5680 Oakbrook Parkway, Suite 150
Norcross, Georgia 30093

Sales 800-240-4637
Technical Support 770-263-7111
FAX 770-263-0049

Web Site www.CallerlD.com

Technical Contact:

Keith Ruehle
KRuehle@CallerID.com




Appendix A — Additional Information on Network Packets

Ethernet protocol allows two types of transmissi@P/IP or UDP. TCP/IP is used to establish a simghnection
between two devices. Using a broadcast protoaty, @DP has the ability to communicate simultandépts
multiple devices on a LAN. Because the vast majai Caller ID applications are deployed in mulger
environments, UDP is the clear choice of data trassion, and therefore is used for all EL Callectiin devices.

UDP information is transmitted via containerizeadlgts. Each packet contains layers of headerskstms,
routing instructions, and the actual data. One pB€ket is transmitted from a Caller ID device etrie an event
occurs, such as Caller ID data on an incoming kelep call. Some CallerID.com products also morgtgbound
telephone calls, in addition to, detailed inforroatfor every call. A separate UDP packet will batdmmediately
for each event, and the data contained will syriatihere to standard CallerID.com formatting.

IP Addresses, MAC Addresses, and Port Numbers

All devices and computers that connect to an Egtaratwork have a unique MAC address. It is rangl, usually
not desirable, for a MAC address of a device toagha An IP address is an assigned number to #ismavice. It
can be re-assigned to another device at any thngort number is another specified parameter antilized to
route Ethernet packets. Routers use port numbgradkets originating outside the LAN to directrthi® individual
computers within the LAN. Software uses port nurelte route, accept, or reject packets.

Routers and PCs automatically detect and stordabla, the MAC addresses and the correspondiagldiPesses of
devices connected to the LAN. Therefore, MAC adsles are not important to virtually all softwarelagations;
they require only the IP address of the devicedeioto communicate. When an application creafesciiet with
the IP address, the network card on the PC refeseme internal table, adds the MAC address to paakd
subsequently, sends it out on the Ethernet. Thkegbés presented to all the devices on the LAN dnly the device
with the matching MAC address receives it.

PCs and routers use Address Resolution ProtocdPja®match IP addresses with MAC addresses. \Vdhmactket
is seen on the Ethernet with an unknown MAC addtesse devices immediately send out an ARP Repaeket
requesting the MAC address of the sender. Thecdevith the matching IP address will reply withARP
Response with this parameter. Most computers @utgns on the LAN will monitor this exchange antaire the
information in its ARP table.

Sometimes a PC will not allow software to sendekpato an IP address which has not been savesl ARP table.
This is sometimes the case when a new device idaada network but it has not transmitted a patheas not
evoking an ARP request. In this case, it may lessary to manually enter the IP and MAC addrasgtlie ARP
table. EL devices will only accept UDP packetstaming its MAC address or UDP broadcast packetghwh
contain a generic broadcast MAC address.

Ports

As explained previously, port numbers are usedtiter packets to the proper computer behind a reuneto a
specific program running within a computer. In neEses, a PC will be running a number of apphcesti
simultaneously and therefore, accept a number adgia on the LAN. Each application will acceptyotile packets
that have a designated port number. On the ot lrouters direct packets arriving from outslaeltAN to a
specific computer based on the port number.

ARP Tables

Occasionally, a PC will not allow a packet to betse its own subnet unless the IP and MAC addiesstup in its
ARP table. The ARP table can be seen in a DOSawndT he following commands apply.

ARP —a view the table
ARP —s [IP Address] [Mac Address] to add a static entry

For exampleARP —s 192.168.1.1 00-22-A8-B1-99



Appendix B — Routers and IP Address Assignment

An IP address within a LAN can either be static dafined in a router or they can be distributedadyitally using
the router's DHCP server. If enabled, the DHCResewill most likely be configured to assign IPdagsses within
a range. Refer to the picture below of a typioater DHCP page.

In this example, some devices are assigned a Heatichile others use the DHCP server to dynamjcekign other
devices within the range set betwdé?.168.0.100  and192.168.0.199 . In this LAN environment (and
most other simple LANS), the subnet is definedh®yftrst 3 groups of digits, 1.492.168.0

DI-604
Ethernet Broadband Router

The DI-604 can be setup as a DHCP Server to distribute IP addresses
to the LAN network.
DHCP Server @& Enabled ¢ Disabled

Starting IP Address 182 163 0 |1l]U
Ending IP Address 192 168 0. |199

Lease Time 1Week -

1%

Static DHCP is used to allow DHCP server to assign same |P address
to specific MAC address.

& Enabled ¢ Disabled

DHCP

J

Name |
P 1921680
MAC Address il Y ™

| DELL 4222F8,08-00-37- ~|

DHCP Client
Clone

Apply Cancel Help
Host Name IP Address MAC Address
i fileserverl 192.168.0.120 00-18-F3-
v backup 192.168.0.121 00-0E-A6:

oS

I© Fileserver2  192.168.0.123 00-18-F3-
v programming 192.168.0.101 00-15-58-

Wk

=

Host Name IP Address MAC Address  Expired Time
08-00-37- Dec/21/2007
DELLA222F8 192.168.0.102 13:42:57
00-E0-7C - Dec/22/2007
Collector04  192.168.0. 100 08:30:08

. 00- 19 21 Dec/22/2007
marketing 192.168.0.112 0%-51-06
00- 00 C0 Dec/23/2007

R4TI1H1 192.168.0.110 06:26:47




Unfortunately, a DHCP server will notcognize an EL device connected to the LAN. &fwee, it can either be
assigned a static IP manually within the routeassigned an IP address outside the dynamic rdhgés assigned
an IP address within the dynamic range, theresimal chance that the DHCP server may assign andévice with

the exact same IP, causing conflicts.

The EL IP address should be defined with the sarheet, a trailing number between 1 and 254 entaseaistatic
address within the router or a trailing number iggtshe dynamic range of a DCPH server (in thisvgda
192.168.0.90 __ would work fine).



